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MyWebSearch Toolbar 

1. General  

Malware name: MyWebSearch Toolbar 

Malware Type: Adware, BHO, Toolbar 

Company Name/URL: http://www.mywebsearch.com 

Company Description: IAC Search & Media. 

My Web Search, is a property of IAC Search & Media. The MyWebSearch toolbar lets user search the web 

using either google, yahoo, Looksmart etc. The toolbar is also equipped with a popup stopper. The toolbar 

has links to some of the funweb products (Screensavers, cards etc) also. 

The toolbar shows popup ads from its affiliates and contains links to other Adware programs also. The 

toolbar collects the information from the user’s browser and watches his browsing activity. The toolbar 

changes the user’s IE search settings and homepage. The toolbar is installed for other browsers also(eg If the 

user downloads the toolbar for Internet Explorer and he has Firefox also the toolbar installater 

willautomatically detect it and installs the toolbar for firefox also). The toolbar installer also installs some 

Outlook plugins. 

Characteristics/Symptoms:  

 

• Collects information about the pages visited 

• Slows the browser  

• Can change the IE search settings 

• Communicates with the host server 

• Shows popup ads from its affiliates 

• Contains link to other sites also. 

• Changes the IE homepage 

 

Security Level: High 

Operating OS:  WIN XP 

Installation Type:  Installed through ActiveX 

Operation:   After Installation 

Time of Operation: After Browser Restart. 

 

Screenshot: 
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2.  Installation Sample and Image 

 

2.1. Installation Sample 

 

Origin URL:   

 

http://www.mywebsearch.com/thanks_installed.jsp?partner=ZWYYYYYYYYIN&product=mywebsearch&

ai=1&promocode=  

 

3. Changes after installation  

 

3.1. Process: M3SKPLAY.EXE , MWSOEMON.EXE, F3SCHMON.EXE 

Files and Location:  

   C:\Program Files\MyWebSearch\bar\1.bin\M3SKPLAY.EXE 

   C:\Program Files\MyWebSearch\bar\1.bin\MWSOEMON.EXE 

   C:\Program Files\MyWebSearch\bar\1.bin\F3SCHMON.EXE 

3.2 Directories: 

 

MyWebSearch Toolbar creates following directories: 

 

C:\Program Files\MyWebSearch 

C:\Program Files\MyWebSearch\bar 

C:\Program Files\MyWebSearch\bar\1.bin 

C:\Program Files\MyWebSearch\bar\Cache 

C:\Program Files\MyWebSearch\bar\Game 

C:\Program Files\MyWebSearch\bar\History 
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C:\Program Files\MyWebSearch\bar\Settings 

C:\Program Files\MyWebSearch\SrchAstt 

C:\Program Files\MyWebSearch\SrchAstt\1.bin 

 

3.3. ActiveX Information  

 

ActiveX Screenshot: 

 

 

File location & Files: C:\WINDOWS\Downloaded Program Files\{1D4DB7D2-6EC9-47A3-BD87-

1E41684E07BB} 

 

Dependency Files: C:\WINDOWS\Downloaded Program Files\F3INITIALSETUP1.0.0.15.INF 

 

Codebase: 

 

<object classid='clsid:4E7BD74F-2B8D-469E-D7F9-FE6BA087B530' 

              

codebase="http://ak.imgfarm.com/images/nocache/funwebproducts/ei/MyWebSearchInitialSetup1.0.0.15.ca

b" 

              id={1D4DB7D2-6EC9-47A3-BD87-1E41684E07BB} 

              height=1  

              width=1> 

      </object> 
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4.  File information Created after Installation    

 

File Location File Size File Type 
How to 

Treat 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3BKGERR.JPG 
20164 Bytes JPEG Image DELETE 

C:\Program Files\MyWebSearch\bar\1.bin\F3CJPEG.DLL 
139264 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3DTACTL.DLL 
65536 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3HISTSW.DLL 
249856 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3HTMLMU.DLL 
122880 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3HTTPCT.DLL 
73728 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3POPSWT.DLL 
118784 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3PSSAVR.SCR 
28672 Bytes Screen Saver DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3REPROX.DLL 
90112 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3RESTUB.DLL 
24576 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3SCHMON.EXE 
65536 Bytes Application DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3SCRCTR.DLL 
290816 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3SHLLVW.DLL 
143360 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3SPACER.WMV 
5446 Bytes 

Winamp media 

file 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3WALLPP.DAT 
305 Bytes DAT File DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\F3WPHOOK.DLL 
20480 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\M3FFXTBR.JAR 
4814 Bytes 

Executable Jar 

File 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\M3FFXTBR.MANIFEST 
140 Bytes MANIFEST File DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\M3HTML.DLL 
81920 Bytes 

Application 

Extension 
DELETE 

C:\Program Files\MyWebSearch\bar\1.bin\M3IDLE.DLL 28672 Bytes Application DELETE 
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Extension 

C:\Program 

Files\MyWebSearch\bar\1.bin\M3NTSTBR.JAR 
3031 Bytes 

Executable Jar 

File 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\M3OUTLCN.DLL 
57344 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\M3PLUGIN.DLL 
45056 Bytes 

Application 

Extension 
DELETE 

C:\Program Files\MyWebSearch\bar\1.bin\M3SKIN.DLL 
114688 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\M3SKPLAY.EXE 
24576 Bytes Application DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\MWSBAR.DLL 
290816 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\MWSOEMON.EXE 
28672 Bytes Application DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\MWSOEPLG.DLL 
286720 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\MWSOESTB.DLL 
40960 Bytes 

Application 

Extension 
DELETE 

C:\Program 

Files\MyWebSearch\bar\1.bin\NPMYWEBS.DLL 
24576 Bytes 

Application 

Extension 
DELETE 

C:\Program Files\MyWebSearch\bar\Cache\0099CF8C 74877 Bytes File DELETE 

C:\Program Files\MyWebSearch\bar\Cache\0099DEFD 94 Bytes File DELETE 

C:\Program 

Files\MyWebSearch\bar\Cache\0099EEDC.bin 
0 Bytes BIN File DELETE 

C:\Program Files\MyWebSearch\bar\Cache\files.ini 
1418 Bytes 

Configuration 

Settings 
DELETE 

C:\Program 

Files\MyWebSearch\bar\Game\CHECKERS.F3S 
56438 Bytes F3S File DELETE 

C:\Program Files\MyWebSearch\bar\Game\CHESS.F3S 66726 Bytes F3S File DELETE 

C:\Program Files\MyWebSearch\bar\Game\REVERSI.F3S 56688 Bytes F3S File DELETE 

C:\Program Files\MyWebSearch\bar\History\search2 1024 Bytes File DELETE 

C:\Program 

Files\MyWebSearch\bar\Settings\prevcfg2.htm 
74877 Bytes HTM File DELETE 

C:\Program Files\MyWebSearch\bar\Settings\s_pid.dat 24 Bytes DAT File DELETE 

C:\Program Files\MyWebSearch\bar\Settings\setting2.htm 226 Bytes HTM File DELETE 

C:\Program Files\MyWebSearch\bar\Settings\settings.dat 38 Bytes DAT File DELETE 

C:\Program 

Files\MyWebSearch\SrchAstt\1.bin\MWSSRCAS.DLL 
57344 Bytes 

Application 

Extension 
DELETE 

C:\WINDOWS\Downloaded Program 

Files\F3INITIALSETUP1.0.0.15.INF 
16384 Bytes 

Configuration 

Settings 
DELETE 

 

4.2. Registry information After Installation 
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Location Key/Data How to Treat 

HKEY_CLASSES_ROOT \CLSID\{00A6FAF1-072E-44cf-8957-5838F569A31D} DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{00A6FAF1-072E-44cf-8957-

5838F569A31D}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{00A6FAF6-072E-44cf-8957-

5838F569A31D}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{07B18EA1-A523-4961-B6BB-

170DE4475CCA}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{07B18EA3-A523-4961-B6BB-

170DE4475CCA}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{07B18EA9-A523-4961-B6BB-

170DE4475CCA}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{07B18EAB-A523-4961-B6BB-

170DE4475CCA} 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{07B18EAB-A523-4961-B6BB-

170DE4475CCA}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{07B18EAB-A523-4961-B6BB-

170DE4475CCA}\ProgID 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{07B18EAB-A523-4961-B6BB-

170DE4475CCA}\VersionIndependentProgID 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{0F8ECF4F-3646-4C3A-8881-

8E138FFCAF70}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{0F8ECF4F-3646-4C3A-8881-

8E138FFCAF70}\VersionIndependentProgID 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{1E0DE227-5CE4-4ea3-AB0C-

8B03E1AA76BC}\Instance\InitPropertyBag 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{25560540-9571-4D7B-9389-

0F166788785A}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{25560540-9571-4D7B-9389-

0F166788785A}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{2EFF3CF7-99C1-4c29-BC2B-

68E057E22340}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{3DC201FB-E9C9-499C-A11F-

23C360D7C3F8}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT \CLSID\{3E720452-B472-4954-B7AA-33069EB53906} DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{3E720452-B472-4954-B7AA-

33069EB53906}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT \CLSID\{53CED2D0-5E9A-4761-9005-648404E6F7E5} DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{53CED2D0-5E9A-4761-9005-

648404E6F7E5}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{63D0ED2C-B45B-4458-8B3B-

60C69BBBD83C}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{7473D292-B7BB-4f24-AE82-

7E2CE94BB6A9} 
DELETE 

HKEY_CLASSES_ROOT \CLSID\{7473D292-B7BB-4f24-AE82- DELETE 
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7E2CE94BB6A9}\InprocServer32 

HKEY_CLASSES_ROOT 
\CLSID\{7473D294-B7BB-4f24-AE82-

7E2CE94BB6A9} 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{7473D294-B7BB-4f24-AE82-

7E2CE94BB6A9}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{7473D296-B7BB-4f24-AE82-

7E2CE94BB6A9} 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{7473D296-B7BB-4f24-AE82-

7E2CE94BB6A9}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{84DA4FDF-A1CF-4195-8688-

3E961F505983}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{8E6F1832-9607-4440-8530-

13BE7C4B1D14}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{938AA51A-996C-4884-98CE-

80DD16A5C9DA}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{98D9753D-D73B-42D5-8C85-

4469CDA897AB}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{9FF05104-B030-46FC-94B8-

81276E4E27DF}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{A9571378-68A1-443d-B082-

284F960C6D17}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{ADB01E81-3C79-4272-A0F1-

7B2BE7A782DC}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{B813095C-81C0-4E40-AA14-

67520372B987}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{C9D7BE3E-141A-4C85-8CD6-

32461F3DF2C7}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{CFF4CE82-3AA2-451F-9B77-

7165605FB835}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{D9FFFB27-D62A-4D64-8CEC-

1FF006528805}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\CLSID\{FB29C436-BB18-4B83-B95B-

0AA1AC1C0E32}\InprocServer32 
DELETE 

HKEY_CLASSES_ROOT 
\Interface\{07B18EAA-A523-4961-B6BB-

170DE4475CCA} 
DELETE 

HKEY_CLASSES_ROOT 
\Interface\{3E720451-B472-4954-B7AA-

33069EB53906} 
DELETE 

HKEY_CLASSES_ROOT 
\Interface\{7473D291-B7BB-4F24-AE82-

7E2CE94BB6A9} 
DELETE 

HKEY_CLASSES_ROOT 
\Interface\{7473D295-B7BB-4F24-AE82-

7E2CE94BB6A9} 
DELETE 

HKEY_CLASSES_ROOT \KnowledgeForms.MyWebBrowserEvents2 DELETE 

HKEY_CLASSES_ROOT \KnowledgeForms.MyWebBrowserEvents2.1 DELETE 

HKEY_CLASSES_ROOT \MyWebSearch.HTMLPanel DELETE 

HKEY_CLASSES_ROOT \MyWebSearch.HTMLPanel.1 DELETE 
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HKEY_CLASSES_ROOT \MyWebSearch.OutlookAddin DELETE 

HKEY_CLASSES_ROOT \MyWebSearch.OutlookAddin.1 DELETE 

HKEY_CLASSES_ROOT \MyWebSearch.PseudoTransparentPlugin DELETE 

HKEY_CLASSES_ROOT \MyWebSearch.PseudoTransparentPlugin.1 DELETE 

HKEY_CLASSES_ROOT \MyWebSearchToolBar.SettingsPlugin DELETE 

HKEY_CLASSES_ROOT \MyWebSearchToolBar.SettingsPlugin.1 DELETE 

HKEY_CLASSES_ROOT \MyWebSearchToolBar.ToolbarPlugin DELETE 

HKEY_CLASSES_ROOT \MyWebSearchToolBar.ToolbarPlugin.1 DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{07B18EA0-A523-4961-B6BB-

170DE4475CCA}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{0D26BC71-A633-4E71-AD31-

EADC3A1B6A3A}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{29D67D3C-509A-4544-903F-

C8C1B8236554}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{3E720450-B472-4954-B7AA-

33069EB53906}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{621FEACD-8857-43A6-AE26-

451D670D5370}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{7473D290-B7BB-4F24-AE82-

7E2CE94BB6A9}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{8CA01F0E-987C-49C3-B852-

2F1AC4A7094C}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{8E6F1830-9607-4440-8530-

13BE7C4B1D14}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{C8CECDE3-1AE1-4C4A-AD82-

6D5B00212144}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{E47CAEE0-DEEA-464A-9326-

3F2801535A4D}\1.0\0\win32 
DELETE 

HKEY_CLASSES_ROOT 
\TypeLib\{F42228FB-E84E-479E-B922-

FBBD096E792C}\1.0\0\win32 
DELETE 

HKEY_CURRENT_USER \Software\Microsoft\Internet Explorer\MenuExt\&Search DELETE 

HKEY_CURRENT_USER 

\Software\Microsoft\Internet 

Explorer\SearchScopes\{56256A51-B582-467e-B8D4-

7786EDA79AE0} 

DELETE 

HKEY_CURRENT_USER 

\Software\Microsoft\Windows\CurrentVersion\Run\My

WebSearch Email 

Plugin\C:\PROGRA~1\MYWEBS~1\bar\1.bin\mwsoemo

n.exe 

DELETE 

HKEY_CURRENT_USER \Software\MyWebSearch DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{00A6FAF1-072E-44cf-

8957-5838F569A31D} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{00A6FAF6-072E-44cf-

8957-5838F569A31D} 
DELETE 

HKEY_LOCAL_MACHIN \SOFTWARE\Classes\CLSID\{07B18EA1-A523-4961- DELETE 
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E B6BB-170DE4475CCA} 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{07B18EA3-A523-4961-

B6BB-170DE4475CCA} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{07B18EA9-A523-4961-

B6BB-170DE4475CCA} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{07B18EAB-A523-4961-

B6BB-170DE4475CCA} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{0F8ECF4F-3646-4C3A-

8881-8E138FFCAF70} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{1E0DE227-5CE4-4ea3-

AB0C-8B03E1AA76BC} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{25560540-9571-4D7B-

9389-0F166788785A} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{2EFF3CF7-99C1-4c29-

BC2B-68E057E22340} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{3DC201FB-E9C9-499C-

A11F-23C360D7C3F8} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{3E720452-B472-4954-

B7AA-33069EB53906} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{53CED2D0-5E9A-4761-

9005-648404E6F7E5} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{63D0ED2C-B45B-4458-

8B3B-60C69BBBD83C} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{7473D292-B7BB-4f24-

AE82-7E2CE94BB6A9} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{7473D294-B7BB-4f24-

AE82-7E2CE94BB6A9} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{84DA4FDF-A1CF-4195-

8688-3E961F505983} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{8E6F1832-9607-4440-

8530-13BE7C4B1D14} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{938AA51A-996C-4884-

98CE-80DD16A5C9DA} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{98D9753D-D73B-42D5-

8C85-4469CDA897AB} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{9FF05104-B030-46FC-

94B8-81276E4E27DF} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{A9571378-68A1-443d-

B082-284F960C6D17} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{ADB01E81-3C79-4272-

A0F1-7B2BE7A782DC} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{B813095C-81C0-4E40-

AA14-67520372B987} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{C9D7BE3E-141A-4C85-

8CD6-32461F3DF2C7} 
DELETE 
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HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{CFF4CE82-3AA2-451F-

9B77-7165605FB835} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{D9FFFB27-D62A-4D64-

8CEC-1FF006528805}\InprocServer32 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\CLSID\{FB29C436-BB18-4B83-

B95B-0AA1AC1C0E32} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\Interface\{07B18EAA-A523-

4961-B6BB-170DE4475CCA} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\Interface\{6C8D353B-5DA7-

4E8E-B69E-FB098B0959D5} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\Interface\{7473D291-B7BB-

4F24-AE82-7E2CE94BB6A9} 
DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Classes\MyWebSearch.HTMLPanel DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Classes\MyWebSearch.HTMLPanel.1 DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Classes\MyWebSearch.OutlookAddin DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Classes\MyWebSearch.OutlookAddin.1 DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\MyWebSearch.PseudoTransparent

Plugin 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\MyWebSearch.PseudoTransparent

Plugin.1 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\MyWebSearch.PseudoTransparent

Plugin.1 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\MyWebSearchToolBar.SettingsPl

ugin 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\MyWebSearchToolBar.SettingsPl

ugin.1 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\MyWebSearchToolBar.ToolbarPl

ugin 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\MyWebSearchToolBar.ToolbarPl

ugin.1 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{07B18EA0-A523-4961-

B6BB-170DE4475CCA} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{0D26BC71-A633-

4E71-AD31-EADC3A1B6A3A} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{29D67D3C-509A-

4544-903F-C8C1B8236554} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{3E720450-B472-4954-

B7AA-33069EB53906} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{621FEACD-8857-

43A6-AE26-451D670D5370} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{7473D290-B7BB-

4F24-AE82-7E2CE94BB6A9} 
DELETE 
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HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{8CA01F0E-987C-

49C3-B852-2F1AC4A7094C} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{8E6F1830-9607-4440-

8530-13BE7C4B1D14} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{C8CECDE3-1AE1-

4C4A-AD82-6D5B00212144} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{E47CAEE0-DEEA-

464A-9326-3F2801535A4D} 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Classes\TypeLib\{F42228FB-E84E-479E-

B922-FBBD096E792C} 
DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\FocusInteractive\Email-IM\0 DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\FocusInteractive\Outlook\MyWebSearch.

OutlookAddin\{07B18EA9-A523-4961-B6BB-

170DE4475CCA} 

DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Fun Web Products DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Fun Web Products\MSNMessenger DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Fun Web Products\ScreenSaver DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\Fun Web Products\Settings DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\FunWebProducts DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\FunWebProducts\Installer DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\FunWebProducts\PopSwatter DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Code Store 

Database\Distribution Units\{1D4DB7D2-6EC9-47A3-

BD87-1E41684E07BB}\DownloadInformation 

DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Internet 

Explorer\SearchScopes\{56256A51-B582-467e-B8D4-

7786EDA79AE0}\DisplayName\My Web Search 

DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Office\Outlook\Addins\MyWeb

Search.OutlookAddin 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Office\Word\Addins\MyWebSe

arch.OutlookAddin 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Windows\CurrentVersion\App 

Management\ARPCache\MyWebSearch bar Uninstall 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Windows\CurrentVersion\Explo

rer\Browser Helper Objects\{00A6FAF1-072E-44cf-

8957-5838F569A31D} 

DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\

My Web Search Bar\rundll32 
DELETE 
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C:\PROGRA~1\MYWEBS~1\bar\1.bin\MWSBAR.DLL,

S 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\

MyWebSearch Email 

Plugin\C:\PROGRA~1\MYWEBS~1\bar\1.bin\mwsoemo

n.exe 

DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Windows\CurrentVersion\Unins

tall\MyWebSearch bar Uninstall 
DELETE 

HKEY_LOCAL_MACHIN

E 

\SOFTWARE\Microsoft\Windows 

Media\WMSDK\sources\f3PopularScreensavers\C:\Progr

am Files\MyWebSearch\bar\1.bin\F3SCRCTR.DLL 

DELETE 

HKEY_LOCAL_MACHIN

E 
\SOFTWARE\MyWebSearch DELETE 

HKEY_USERS 

\S-1-5-21-1801674531-1214440339-839522115-

1003\Software\Microsoft\Internet 

Explorer\MenuExt\&Search\http://edits.mywebsearch.co

m/toolbaredits/menusearch.jhtml?p=ZWYYYYYYYYIN 

DELETE 

HKEY_USERS 

\S-1-5-21-1801674531-1214440339-839522115-

1003\Software\Microsoft\Windows\CurrentVersion\Run\

MyWebSearch Email 

Plugin\C:\PROGRA~1\MYWEBS~1\bar\1.bin\mwsoemo

n.exe 

DELETE 

HKEY_USERS 
\S-1-5-21-1801674531-1214440339-839522115-

1003\Software\MyWebSearch 
DELETE 

 

5. Description 

 

The MyWebSearch toolbar lets user search the web using either google, yahoo, Looksmart etc. The toolbar 

is also equipped with a popup stopper. The toolbar has links to some of the funweb products (Screensavers, 

cards etc) also. 

The toolbar shows popup ads from its affiliates and contains links to other Adware programs also. The 

toolbar collects the information from the user’s browser and watches his browsing activity. The toolbar 

changes the user’s IE search settings and homepage. 

 
    
EULA 

 
The purpose of this document is providing our users with a detailed and easy manual removal process or a help guide & and tools to self remove any 

malware users detect on their machines. Users are requested to use these guides and tools at their own risk.  

 

These removal guides & tools would focus on applications that are considered as spyware, hijackers, rogue products, adware or other kind of malware.  

 

These guides are developed by our technicians as logs while they personally successfully removed or disabled the malware. Please note that while using 

these guides users would be as successful as our technicians were while they prepared the processes. Incase you feel there is something that should be 

added or something that we missed out please feel free to report to us at our contact page or by posting reply to the topic.  

 

Please read site EULA here for more information 
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